This article reviews selected literature related to the credibility of information, including (1) the general markers of credibility, and how different source, message and receiver characteristics affect people's perceptions of information; (2) the impact of information medium on the assessment of credibility; and (3) the assessment of credibility in the context of information presented on the Internet. The objective of the literature review is to synthesize the current state of knowledge in this area, develop new ways to think about how people interact with information presented via the Internet, and suggest next steps for research and practical applications. The review examines empirical evidence, key reviews, and descriptive material related to credibility in general, and in terms of on-line media. A general discussion of credibility and persuasion and a description of recent work on the credibility and persuasiveness of computer-based applications is presented. Finally, the article synthesizes what we have learned from various fields, and proposes a model as a framework for much-needed future research in this area.
Introduction
People seek information for comfort, support, empowerment, the impetus and knowledge to act, or simply to learn. Information is normally seen as that which has meaning, in that it reduces uncertainty for the seeker (Belkin, 1978; Buckland, 1991; Dervin, 1977) ; information can also, however, increase uncertainly and create more dissonance (Rogers, 1995) . The information-seeking process is iterative, and depends largely on the seeker's specific situation, along with the broader context (Dervin, 1992 (Dervin, , 1997 . The impact of information can be limited to learning: information can simply be stored and recalled. In many cases, however, there is a much larger impact. Information can be passed on to others, it can be used to make decisions, and it can affect attitudes and behaviors. We encounter a great deal of information in our everyday lives, most of which we filter out, retaining only that which is useful to us. One of the criteria we use to filter information is its credibility, or believability.
Although users of information face the issue of filtering out information, those who produce information have a different problem. Information producers would like theirs to be the message that is attended to, recalled, or acted upon. If a user rejects new information as not credible, that information will not be learned, nor can it have any other impact. Thus, the provision of credible information serves as a necessary, but not sufficient, component of any process designed to influence knowledge, attitudes or behavior.
In the psychological literature, a great deal of research has examined the issues of attitude formation and behavior change. In the mid-1980s, Petty and Cacioppo (1986) provided a useful way for thinking about how people become persuaded-the Elaboration Likelihood Model (ELM). In their model, persuasive communications that invoke careful, cognitive evaluation lead to the most persistent behavior and attitude changes. This "central route" to persuasion, however, requires considerable effort, and is not possible for all persuasive messages encountered. By contrast, attitudes formed by less cognitively demanding means, such as classical conditioning, inferences, or heuristics-so-called "peripheral routes"-are less persistent, stable, and predictive of behaviour (Petty, Cacioppo, Sekides, & Strathman, 1988) . A key early stage in the persuasion process is the receiver's judgment of the credibility of the information. As such, credibility is an "extramessage cue" that is a critical aspect of the persuasiveness of a message (Petty & Cacioppo, 1986) .
Given that credibility strongly influences the impact of a message, it becomes important to understand how users decide what to believe. The question of what marks credible information has been studied within various academic disciplines, including information science, psychology, sociology, marketing, communications, and health sciences. Message credibility is generally agreed to result from an interaction of source characteristics (e.g., expertise, trustworthiness), message characteristics (related to message content, encompassing factors such as plausibility, internal consistency, and quality), and receiver characteristics (e.g., cultural background, previous beliefs). This notion arises in even the earliest discussions of credibility. In an important review of credibility research and theory, Self presents a summary of early Socratic and Aristotelian ideas about credibility: "First, sources are credible because their message's rightness is perceived by the audience. Second, sources are credible because they rightly read how to reveal themselves to particular audiences. And, third, sources are perceived to be credible because of audience characteristics" (Self, 1996, p. 423) .
Research on source credibility examines the impact of personal (or organizational) characteristics such as expertise or trustworthiness on the "believability" of the message that is delivered. Other bodies of literature examine the impact of message and receiver on credibility, while still other research investigates the interaction of these three factors on credibility assessment. The impact of delivery medium (which can be construed as an aspect of message source) on credibility assessment has not been explored to the same degree. Research that does examine media effects on credibility tends simply to compare the credibility of messages in different media (Johnson & Kaye, 1998) without exploring how these credibility differences arise. Thus, there are little data on questions such as the impact of personalized messages versus broadcast delivery, or the impact of channel fidelity (high vs. low) on credibility assessment. One important question is whether new media introduce new factors into credibility assessment. For example, as we move from face to face to television as a communication medium, does image size become important in the determination of message credibility?
The advent of the Internet as a new and widely used method for the delivery of information raises the question of how credibility is assessed in this medium. The number of Internet users is large, and ever-increasing: in 2000, the number of North American Internet users exceeded 100 million (e-land, 2000) . A well-documented concern of both information providers and information seekers on the Internet is the decline in the perceived quality of Internet information, or at least the growing belief that high-quality information will be impossible to find amidst the vast amount of lower quality, unfiltered information (Eysenbach, 2000; Shon & Musen, 1999) . Thus, both information providers and users of the Internet are interested in the question of how users can and will assess the credibility of information presented through that medium.
This literature review attempts, based on previous research, to provide some insight into this question. We begin by providing a definition of credibility. We then discuss, in turn, the factors that influence credibility in traditional media (including personal interaction) and electronic information (including information on the Web). The specific case of Internet health information is then examined, followed by a discussion of the evidence that is reviewed in the article and general recommendations to help information producers ensure that their Internet information is seen as credible by audiences.
Finally, a proposed model for how users judge the credibility of on-line information is presented. This model is in part an attempt to synthesize existing evidence and in part a call for empirical research to examine the key gaps in the literature outlined in the review.
A Definition of Credibility
What do we mean by "credibility"? At its simplest, credibility can be defined as "believability" (Fogg, 1999; . Credible sources are described as "trustworthy" and having "expertise" (Self, 1996) . Sources are judged as credible based on perceived competence, character, composure, dynamism and sociability (Burgoon, Bonito, Bengtsson, Cederberg, Lundeberg, & Allspach, 2000) . Tseng and Fogg (1999) identify four types of source credibility. Presumed credibility arises from the assumptions of the perceiver. For example, stereotypes about an object or source, such as "car salesmen are generally dishonest," can lead to a credibility judgment, such as "don't believe what the car salesman says," absent any other cues. Reputed credibility is based on source labels. Those sources labeled "Doctor" or "Professor," for example, are perceived as credible by virtue of the label. Surface credibility is assigned based on a user's simple inspection of superficial characteristics-i.e., "judging a book by its cover." Finally, experienced credibility is based on a user's first-hand experience with a source over time. This is the most complex, and reliable, method of making credibility judgments (Fogg, 1999; .
Research on credibility operationalizes the concept in one of three ways. First, credibility can be assessed directly by asking respondents to indicate whether information and/or information sources are believable. This direct assessment, however, is not always used. Instead, credibility of information is often inferred on the basis of proxy measures. These proxy measures include: (1) knowledge change [on the relatively weak assumption that only credible information is processed enough to be recalled (e.g., Self, 1996) ]; and (2) attitude or behavior change [on the stronger assumption that information must be credible, and thus believed, before it can affect attitudes or behavior (e.g., Petty et al., 1988) ].
Credibility in Traditional Media
Message familiarity can influence judged credibility, with more familiar messages being judged as more credible (Self, 1996) . In some cases, receiver and source character-istics interact in credibility judgments. Message sources chosen to match audience attitudes and context lead to higher perceived credibility and better recall of the information. Indeed, health behaviors in a group that received a tailored message from a credible (and familiar) source were changed to comply with the message (Campbell et al., 1999) . Early studies by Hovland and colleagues (1949 , 1953 , cited in Self, 1996 , showed that messages from both high-and low-credibility sources (those with more or less "trustworthiness" and "expertise") were learned equally well. In assessment immediately following information presentation, messages from high-credibility sources changed attitudes more than those from low credibility sources. In a follow-up 4 months after the initial delivery of the message, however, subjects could no longer remember the source of the message, and messages from high-and low-credibility sources assumed similar levels of persuasiveness. It may be, therefore, that the primary influence of credibility factors is at the point of "first contact" between the receiver and the message: the means by which the message is made persuasive might not matter in the long run, only that it was persuasive in the first place. Wilson and Sherrell (1993) performed a meta-analysis of empirical studies that measured factors influencing credibility perceptions. Studies that qualified for the analysis measured three types of effects: (1) those arising from manipulation of source characteristics (e.g. expertise, attractiveness, similarity to user); (2) those due to the message (e.g. the issue being communicated); and (3) those due to the medium or channel. Their operational definition of credibility involved internalization of the message: "a communication source possesses credibility if his/her statements are considered truthful and valid . . . and thus worthy of serious consideration. A member of a target audience may accept (internalize) the influence of the communication source because the advocated behavior is congruent with his/her own value system." (p. 102). The results of the meta-analysis indicate that (1) source effects overall have a relatively small effect on knowledge/attitude/behavior change or persuasion (ϳ9%); (2) when source characteristics are involved, expertise is the most important one; and (3) the source by receiver involvement interaction is significant, and consistent with the predictions of the ELM (i.e., that highly involved/motivated users take a central route, relying less on peripheral cues and more on the content of the message) (Wilson & Sherrell, 1993) .
Thus, the majority (but not all) of the available evidence conceptualizes credibility as a multidimensional construct whose two main source-related components are trustworthiness and expertise, along with dynamism, likeability, and goodwill, among others (see also O'Hara, Netemyer, & Burton, 1991) . In the determination of credibility, source effects interact with receiver-related factors, such as level of involvement and attitudes (Petty & Cacioppo, 1990) . If the audience is less involved with the topic, source characteristics will have more influence on the construct under investigation (e.g., knowledge/attitudes/behaviors). Source characteristics also interact with message-related factors, such as discrepancy (from previous beliefs), incongruity in content, or timing of source identification within the message. For example, if a message is high in discrepancy, low in incongruity, and if the source is identified early in the message, then high-credibility sources will tend to have a greater impact on knowledge/attitudes/behaviors than low credibility sources (Wilson & Sherrell, 1993) . Slater and Rouner (1996) postulate that credibility assessments are based on (1) knowledge and attitudes about the source specifically; (2) attitudes about credentials (i.e., inferred or reputed credibility); and (3) quality of the message, including its presentation, plausibility, and whether it is supported by data or good examples. The third set of factors, they claim, is not well studied. This research showed that the way a message is presented (e.g. wellwritten, -produced, -organized) can influence how the source is perceived. Source credibility ratings made before message presentation can be mediated by message characteristics: well-presented messages lend credibility to the source, while poorly presented messages detract from cred- • Likeability/Goodwill/Dynamism • Stereotypes about source or topic
• Repetition/familiarity
• "Social location"
• Ordering ibility. However, if a source is initially seen as expert and credible, the mediating effect is not as strong: the message and source are more likely to retain credibility in the face of poor presentation (Slater & Rouner, 1996) . Table 1 summarizes some of the variables related to source, message, receiver, context, and media characteristics discussed above in the context of traditional (mainly print and interpersonal) media. All of these factors are relevant in the on-line environment, though the interpretation or application of them may differ.
Credibility in Electronic Media
Several authors in information science have developed ways to think about electronically delivered information. They identify how this type of information differs, at a cognitive, information processing level, from more traditional forms. Olaisen (1990) discusses factors related to information quality and how "cognitive authority" is established for electronic information. He equates cognitive authority to influence, and influence to credibility. He states what is generally known in information science theorythat although personal information sources may be the most trusted, they are not necessarily the most expert: we turn to other sources when expertise or competence is required. He states: "when we are processing information we will give credit and authority to certain persons and sources depending on our social location. One's social location . . . will greatly influence quality factors like credibility (i.e., reliability), relevance and perceived value of information" (p. 92). He goes on to speculate whether the electronic transfer of information has effectively changed our "social location" (our location in time and space and in a network of social relationships) and the types of social networks we inhabit (Olaisen, 1990) . For texts, cognitive authority (i.e., credibility) ratings are made based on the perceived expertise of the author and/or publisher, or referral to the text from a credible source. Olaisen asks: "[given that] we can store, organize and distribute electronic information in a completely different way than we organized printed information . . . do we then give a different credibility or cognitive authority to electronic information . . .?" (p. 92). Olaisen (1990) among others (Fogg, 1999; Petty & Cacioppo, 1986) , differentiates between factors related to sources/messages/receivers and those related to design features of the medium. Calling the former "cognitive" qualities, and the latter "technical" qualities, he ranks various factors from each in terms of importance to cognitive authority perceptions. For "cognitive" factors, influence, trustworthiness, competence, reliability, and relevance determine cognitive authority. On the "technical" side, form, novelty, accessibility, and flexibility are key. Combined, cognitive and technical features make up what he terms "institutional quality" (Olaisen, 1990 )-presumably, the greater the "institutional quality," the higher the judgment of cognitive authority, and thus the more credible and persuasive the information.
Interestingly, Olaisen goes on to say that cognitive authority tends to be attributed more to informal than formal sources of information. Intervening variables, such as time and extrinsic value (e.g., price) can also influence cognitive authority (the nearer in time or the more expensive the item, the more cognitive authority will be granted).
It has been proposed that the Internet combines the broad reach advantages of mass communication channels with the persuasion characteristics of interpersonal channels by allowing for give and take between the message source and receiver. The Internet, therefore, may have a greater ability than other mass media to make use of principles of consumer behavior to enhance information provision and uptake (Cassell, Jackson, & Cheuvront, 1998) .
In a direct comparison of "new" versus "old" media, Johnson and Kaye examined Web users' perceptions of the credibility of Web-delivered information compared to that delivered more traditionally. The study compared political information in paper-based newspapers, magazines, candidate literature, or issue-oriented sources, to similar information sources on-line. The sample (N ϭ 308) was a selfselected group (by virtue of choosing to complete the online survey) of regular consumers of political information who described themselves as heavy Internet users (Ͼ13 hours/week). Users found on-line newspapers and candidate literature to be significantly more credible than their traditional counterparts. Magazines and issue-oriented material were found to be equally as credible whether delivered traditionally or on-line. Of interest, users found political issue-oriented Web sites more credible than either on-line newspapers or magazines. Candidate literature was not deemed credible. However, in terms of overall credibility of political information, no source, either delivered on-line or traditionally, was rated more than "somewhat" credible-a statement more, perhaps, about the subject matter than the medium, or more indicative of the public's general and growing skepticism about mass media (Johnson & Kaye, 1998) . Of relevance to the topic at hand is that the medium, at least for political information, did not influence credibility as much as the source of the information. Thus, when source and message are separated from medium, as is often not the case in the current literature relevant to this topic, there are factors that distinguish between the three, and influence credibility. Rieh and Belkin (1998, 2000) , in two qualitative studies, examined cognitive authority and quality ratings used by scholars for information presented on the Web. They postulated that these judgments serve as filtering mechanisms, allowing people to more efficiently manage the amount of information they have to process. This is especially important in the Web environment, because the amount of information available is virtually limitless (Rieh & Belkin, 1998) . According to these authors, the quality checks used by scholars for print materials-presence of peer review, refereeing, publisher reputation-are more difficult to apply in the Web environment. In addition, direct experience with the source is less likely to be available to users, given the newness of the medium, and the often-ambiguous nature of the source. Rieh and Belkin (1998) found that the types of information needs that lead scholars to the Web (i.e., to learn about a new topic/get started in an unfamiliar area) do not differ from those triggering searches of traditional media. Quality judgments of Web information are also based on the perceived credibility of the source. Users in the Rieh and Belkin (1998, 2000) studies sought source credibility markers to replace those used for print media, identifying aspects such as suffixes to the URL address (i.e., .edu, .org, or .gov). These, denoting educational, nonprofit, and government sources, respectively, were rated as more credible than were commercial sites (.com). At the individual source level, users looked for reputed or referred credibility markers, such as a statement of the author's credentials and institutional affiliations. These were seen as particularly important due to the lack of publication controls on the Web. Related to this is the use of referrals to specific sites from trusted sources (a colleague, known expert or journal article). These referrals were often cited as reasons for visiting a given site. Of interest was that, even when seemingly believable information was found on the Web using the credibility and quality checks above, the scholars serving as subjects in the first study still felt the need to verify the information by referring back to a traditional expert source.
The authors conclude that there are seven criteria that affect credibility of Web information: source, content, format, presentation, currency, accuracy, and speed of loading: "since authority is not necessarily identified in the Web environment, [subjects] used many different, and new characteristics of Web information objects (pages) in order to make their judgments of authority and credibility" ( p. 288).
Fogg and colleagues (Fogg et al., 2000) conducted a large-scale (N ϭ 1,410) on-line survey of Web users in the United States and Finland to examine the elements that user's report as affecting their judgments of Web site credibility. They found seven factors that influence credibility: "real-world feel"; ease of use, expertise, trustworthiness, and message tailoring had positive effects on credibility ratings. Commercial implications and amateurism negatively affect credibility. These authors conclude that people use the same types of criteria for assessing on-line information as they use for traditional media-indeed they seek out familiarity in this new environment (Fogg et al., 2000) .
Information on the Internet may benefit from a sort of presumed credibility. Many users assume that if someone expends the effort and financial resources to provide information on a Web site, then the quality of that information must be at least adequate (Feightner, Quintana, Marshall, & Wathen, 1999) . In addition, surface credibility is evident in the assessment of Internet information. Information coupled with a well-designed interface and attractive graphics may result, in the absence of more substantive cues, in a tendency for users to make a positive credibility judgment (Critchfield, 1998) . Some surface characteristics, such as errors unrelated to content, negatively influence credibility. Tseng and Fogg (1999) conclude that "small errors by computers have disproportionately large effects on perceptions of credibility" (p. 43). Links to and from other Web sites may act as referrals, implying third party endorsement, which increases the reputed credibility of the site . First-hand experience with a Web site also informs credibility judgments (Reih & Belkin, 2000) , indicating that experiential credibility is important in assessing Web-based information.
There is some evidence of an interesting interaction between user characteristics and errors in an electronic information interface. User expertise tends to influence how computing devices and electronic information are perceived: a more technologically sophisticated user will tend to scrutinize the source or object much more closely and more critically, leading to greater skepticism about the object and the tendency to assign low credibility note, however, that there are some mixed results in this area, reviewed in . In evaluation of Web-based information, there also appears to be a utilitarian aspect to credibility assessment. User need for information is correlated to credibility judgments-the greater the need, the more likely the user is to accept the information as credible . These characteristics interact with two types of evaluation errors: (1) gullibility errors, defined as "blind faith" in a technology or source; and (2) incredulity errors, defined as "blind skepticism" in the source. Simply speaking, novices to both the topic and the computing process and those with a greater need for information will tend to make gullibility errors, while expert users will tend to incredulity. Fogg and Tseng point out that most educational and research efforts are directed at decreasing gullibility errors by educating novices. However, the goal should be to find the right balance of knowledge, experience, and needs to decrease gullibility errors without increasing incredulity errors-i.e., to design systems that match the needs of users and instill confidence in the information being provided.
Internet Health Information
An estimated 43% of Internet users go on-line to gather health information on over 34,000 health related Web sites (DMOZ Open Directory Project, 2000). There are numerous advantages to using the Internet to seek and provide health information. Consumers can access information in the privacy of their own home and at convenient times. Furthermore, the information can be tailored to the specific needs and desires of the consumer, based on such factors as client demographics (e.g., a user can specify the language in which the information is provided) and learning style (e.g., a choice between graphical or written forms of the same information). In addition, the Internet presents the opportunity to support written material with multimedia features, and provides a level of interactivity not available in other formats. The Science Panel on Interactive Communication and Health (SciPICH) identified the following advantages of interactive health communication (Robinson, Patrick, Eng, & Gustafson, 1998) : (a) improved opportunity to tailor messages; (b) improved use of media to match learning styles of users; (c) increased possibility for users to remain anonymous, which may increase their willingness to engage in frank discussions; (d) increased access to information and support on demand; (e) increased opportunity for interaction with health professionals and/or support from others; (f) enhanced dissemination capabilities and opportunity to keep content current.
A major disadvantage of the Internet, arising from the ease of publication and distribution in this medium, is the potential for the distribution of inaccurate medical information from unqualified sources (Jadad & Gagliardi, 1998; Jadad, Hayes, Hunt, & Browman, 2000; Richards et al., 1998; Robinson et al., 1998; Winker, Flanagin, Chi-Lum, White, Andres, Kennett, DeAngelis, & Musacchio, 2000) . In an assessment of 60 articles published on the Internet by traditional medical sources, McClung, Murray, and Heitlinger (1998) found that only 20% followed established guidelines for the treatment of childhood diarrhea. Similarly, Impicciatore and colleagues found that only 4 of 41 articles on the World Wide Web closely followed guidelines for managing fever in children at home (Impicciatore, Pandolfini, Casella, & Bonati, 1997) . SciPICH suggests that misleading information may lead to inappropriate treatment or delays in seeking necessary medical care (Robinson et al., 1998) .
Given the widespread use of the Internet for health information along with the critical nature of the information that users seek, it can be argued that the use of health information presents a great need for credibility assessment (Jadad & Gagliardi, 1998; Jadad et al., 2000; Winker et al., 2000) .
A Potential Solution: Credibility Rating Systems
Consumers of health information identify credibility as an important aspect of useful information. Bunn (1993) used a multidimensional scaling approach to identify sources of health information and the important characteristics of those sources. In order of use, the sources were: doctors; mass media; other medical professionals; health publications; disease foundations/associations; libraries; and prerecorded messages. Source characteristics perceived as most important, in order, were: current/up-to-date; accurate; easy-to-understand; credible; easy-to-get; exactlywhat-I-want; and confidential. Doctors were the most credible and accurate sources of medical information, but ranked lowest in "easy-to-understand" and "easy-to-get." Mass media were easiest to access and understand, but lowest in credibility, accuracy and "exactly-what-I-want" (Bunn, 1993) .
In a recent study of on-line health information needs, Quintana and colleagues explored, in focus groups with health care consumers, issues related to the provision of preventive health information on the Internet. The importance of information credibility and trust in the information source was a main finding. Consumer advocacy groups, such as the Cancer Society and the Lung Association, were seen as very credible, and were trusted by participants. Well-known organizations such as the Mayo Clinic and governments were also identified as credible sources, though some participants were more skeptical about information from governments. Generally, participants did not speak favorably about corporate Web sites, especially those of drug companies. Collectively, participants identified a number of characteristics that would increase the credibility of a Web site: (1) the provider organization is known to them (experiential credibility); (2) the Web site was publicized in their doctor's office (reputed credibility); (3) the Web site identified the sources of information, including references to medical evidence; and (4) the Web site did not include corporate advertising (Feightner et al., 1999; Quintana, Feightner, Wathen, Sangster, & Marshall, 2001 ).
More often than not, the Internet presents medical information in a conversational fashion rather than as a tool for effective health care communication and decision-making. Several authors (Eysenbach, 2000; Eysenbach & Diepgen, 1998; Impicciatore et al., 1997; Silberg, Lundberg, & Musacchio, 1997) call for the institution of core standards, allowing consumers and professionals alike to reasonably judge the credibility and reliability of Internet health information and to make informed decisions about how to apply the information in the real world.
One approach to achieving these goals is to develop rating instruments to assess the quality of Internet health information. In effect, ratings serve as a form of "expertise marker," conveying what Tseng and Fogg (1999) term "reputed credibility" to the Web site. In a review of published criteria for evaluating health related Web sites, the most frequently cited criteria included: content (quality, reliability, accuracy, scope, and depth); design and esthetics of site, disclosure of authors, sponsors, developers, currency of information (frequency of update, maintenance of site), authority of source, ease of use, and accessibility and availability (Lim, Eng, Deering, & Maxfield, 1999) . Four basic criteria, consistent with credibility markers, are common to existing quality ratings scales: authorship, attribution, disclosure and currency (Shon & Musen, 1999) . In the on-line context, these publishing criteria serve as a proxy for information quality, and in turn, for credibility markers. Jadad and Gagliardi (1998) , however, raise concerns about these rating systems. They concluded that it was unclear "whether [instruments to evaluate health information on the Internet] should exist in the first place, whether they measure what they claim to measure, or whether they lead to more good than harm" (p. 614). Furthermore, these authors questioned whether users would even notice evaluations of the information. More recent initiatives, such as the MedPICS project (Eysenbach, 2000; Eysenbach & Diepgen, 1998) attempt to overcome these criticisms.
Although these early efforts at standardization and quality control can provide users and Web site developers with some basic guidelines, there is still much research to be done to understand what quality control measures users are looking for (if any), how to apply these is a consistent and meaningful fashion, and how to inform users of Internet information, including health information, that these tools and measures exist. As a first step, the identification of key Internet information credibility markers could aid the development of usable quality rating instruments. Clearly, this is still an evolving field, but gains made in health-related Internet research will be generally applicable to Web-delivered information.
Discussion
It is evident from the literature cited above that credibility is complex and multifaceted. Source, receiver, and message characteristics all interact in the assessment of information credibility. Given that the message itself and the audience to whom it is targeted are largely fixed, it is clear that information providers should pay attention to aspects of the source of the information if they want to ensure that users see their information as credible and therefore useful. It is also evident that the medium of delivery has an impact on credibility assessment.
Obviously, the message itself is critical for information credibility. The message should be internally consistent, and clearly presented. Audience characteristics are also important: audiences that are already receptive to a message will be more likely to view the information as credible.
With regard to source effects, face-to-face interaction is the most basic form of information provision. Research examining credibility in this type of interaction has repeatedly demonstrated that the individual or organization that is the source of the information has a great influence on the assessed credibility. Expertise, knowledge, and trustworthiness are qualities that mark credible sources of information. Users react directly to the qualities of the information source; they also utilize assumptions (e.g., stereotypes about group membership), reputation (assessments of others regarding the source) and labels (e.g., "Dr.," "Professor") in their assessment of credibility. Matching the source to the audience is also important: different audiences trust different sources of information (Campbell et al., 1999) .
When an intermediary medium is used to transmit information, different aspects come into play in the assessment of credibility, as the medium itself has some influence. Surface aspects of the presentation (presence of errors, pleasantness of graphics, etc.) have an impact on assessed credibility. In addition, audience attitudes toward the medium itself may influence judgment of credibility of information presented in that medium; in the Johnson and Kaye (1998) study, Web users rated the same information on the Web as more credible than information in other forms such as newspapers.
Information on the Internet is delivered by machine, not by a person or organization. As such, it might be assumed that source characteristics that affect credibility judgement in face-to-face interactions are irrelevant to credibility assessment in this new medium. There is, however, a large body of research demonstrating that people treat computers exactly as they would other people in many social interactions (Nass & Moon, 2000) . The most rudimentary cues serve to engage these social mechanisms: one computer will be perceived as more "friendly" than another if it is programmed simply to address you by name after you have provided the information. As electronic interfaces become more sophisticated, the social aspects of human-computer interactions will become increasingly powerful. There is every reason to believe, therefore, that electronic information sources will engender reactions much like human sources of information, with the same qualities marking credible sources.
Surface aspects of the presentation are also relevant to credibility assessment. For traditional media, these might include physical appearance or attractiveness of a speaker, glossiness of a magazine or quality of the paper used in a book. For on-line media, these include the appearance of the site's homepage (colors, graphics, etc.), the usability of the interface, how well the information is organized-in general, how well the site is designed. For Internet information, even a single spelling mistake can give the impression of "amateurism" and lead the user to reject the site as not credible. Thus, the computing object itself comes under scrutiny in the assessment of credibility, and it is likely that the general attitude of the user toward computers will have an impact on the assessed credibility of information presented on the Internet. Table 2 summarizes the credibility-related variables that have been identified specific to computer-based media. It is interesting to note that within this (albeit new and limited) literature, the source and medium are usually treated as essentially the same construct. Many authors also include message characteristics in this category. In addition, the focus of study and applied design efforts is clearly on the source/medium/message, rather than the receiver or context. Emerging from the literature described above is the notion that users are judging many different aspects of information as they assess credibility. These include the message itself, their reaction to the message, the source of the message, and the medium in which the message is presented. Although these factors appear to be consistent across all media, there are differences in the assessment of credibility in different contexts. In particular, for electronic information (including information presented on the Internet), surface aspects of the presentation take on particular significance, and the general attitude of the user toward computers has an impact on credibility.
An important question is how these different aspects of credibility assessment interact. Based on extrapolation of the Petty and Cacioppo Elaboration Likelihood Model (ELM) to computing technologies, Fogg and Tseng (1999) propose three possible models of credibility evaluation, ranging from binary (yes/no) to "spectral" ("shades of gray"), roughly corresponding to peripheral and central routes to persuasion, respectively. However, empirical data does not yet exist to support this model, and neither these authors, nor Petty and colleagues (or in fact others who have examined the issue) are clear on how these assessments occur temporally. For example, are all aspects of the information considered at once for an overall assessment of credibility? Or is there a staged assessment, with information "passed" or "failed" for credibility at each stage? These questions seem especially relevant when the involvement of the medium becomes greater, as is the case for the Internet, and require further study. Figure 1 presents a possible model of how credibility assessment may occur on-line, based on our interpretation of the available evidence. This is presented as an attempt to synthesize the literature into a framework that will allow for further research to address gaps in what we currently know.
The model is laid out as a staged process with the caveat that this is untested. We propose that the first task for a user is to rate the credibility of the medium itself, based primarily on its surface characteristics. The second task would be rating the source vis-á-vis the content of the message. For both traditional and on-line media, there are fairly consistent markers of source credibility, primarily having to do with trustworthiness and expertise. These can be rated through direct experience with the specific source, through referrals from other credible sources, or through inference based on labels or credentials.
A third aspect of the process would involve assessing the interaction of the message presentation and content with the user's cognitive state. According to persuasion theories, a user who has a high need for the information will overlook weak peripheral cues. If the information-seeking episode is more casual, surface characteristics will have more influence-if they are positive, the user will stay; if not, the user will leave. Thus, if the initial credibility rating is a "fail," then the user will not continue seeking information from TABLE 2. Examples of factors influencing credibility (specific to computer-based media).
Source/Medium/Message* Receiver
• Source expertise/knowledge/competence • Assumptions about source or topic • Source trustworthiness "Cognitive" qualities (Olaisen, 1990) • Motivation (i.e., need for the information)
• that source (Web site). However, if the user is motivated by, for example, stress (Bar-Tal et al., 1999; Burns & D'Zurilla, 1999; Smith, 1990) , and is using the Internet as a helpseeking strategy, or if the user has a high level of personal responsibility in the outcome, finds the information personally relevant or has a high "need for cognition" (Petty et al., 1988) , they should persevere beyond the barrier of inconsistent peripheral cues (i.e., bad interface), to the next level of judgment: the information itself. At this point, a favorable credibility perception should lead the user to uptake the information and begin the process of comparing it to currently held knowledge and attitudes to eventually arrive at a decision to be persuaded (or not) and to initiate a behavior change (or not). According to the ELM and other models (e.g., McGuire, 1985) , a mitigating factor will be how knowledgeable the user is to begin with. Those already fairly knowledgeable about the topic will tend to scrutinize the information more closely, and more skeptically, with the results often being a decision to reject the information (credibility failure), whether true (incredulity error), or not (correct rejection). Other mitigating factors are time and familiarity.
In summary, our model proposes that the assessment of credibility of Internet information is iterative. Upon entering a Web site, the user makes some immediate judgments about the surface characteristics of the site. The key questions during this assessment are: "Does this site look professional?" and "Can I get what I want quickly and easily?" The appearance, interface design, including download speed and interactivity, and Web site organization are key aspects that the user will evaluate. If this initial evaluation passes the user's criterion, then they will move to the next "level" of evaluation. If the rating is a "fail," the user is likely to leave the site and seek out another. It should be kept in mind that this pass/fail "criterion" would likely differ among users, depending on the contextual factors and intervening variables, such as time, expertise, experience with Web sites/computers, existing knowledge, and need for information, previously described.
The second level of evaluation is of the credibility of the message. The key question at this stage is "If the site has the information I'm looking for, will I believe it?" At this time, aspects of the source and message would be evaluated, as identified in Table 2 . Source expertise, competence, trustworthiness, credentials, etc., would be considered, along with the content of the message (including level of detail, examples, alternatives), its accuracy, currency, and relevance to the user need. In addition, the user might evaluate how easy it would be to tailor the information to their own situation. Again, if these assessments meet the user's criteria (caveat as above) for credibility for all (or enough?) of the dimensions, the user accepts the information as credible, and decides to evaluate the information content. If they do not, they will likely leave the site.
The final part of the process is presented for the sake of completeness, with the caveat that a full review of this type of evaluation was beyond the scope of this article. However, the literature reviewed provided some insight to the types of questions that users might consider as they come to evaluate the information itself. The user at this point in their evaluation might ask themselves questions of the following types: (a) How does the information match my previous knowledge? (b) How badly do I need the information? (c) How familiar am I with the topic? (d) How easy is it to apply this information to my situation? (e) Am I ready to believe this information? Am I ready to act on it?
At this point, given the almost limitless number of possible interactions among contextual and intervening variables, the issues become much more complex and difficult to predict. In addition, if the on-line information seeking process, both within and between Web sites, is iterative, the steps themselves are likely not linear, as presented in Figure  1 , but in fact interactive, especially as initial surface and source cues interact. Again, this requires testing.
Conclusions
So, how do those seeking on-line information decide what to believe? The preceding review shows the multidimensionality of the concept of credibility. A myriad of factors related to source, message, and receiver serve as markers to credibility. The potential interactions of these are seemingly limitless. The relative lack of high quality research evidence leaves many of the key questions unanswered. The emergence of the Internet brings these issues to the forefront, and some key next steps in advancing our understanding of these issues will involve research into the following types of questions: (a) What are the key markers for credibility of on-line information? (b) Are surface characteristics for Web-based media more important than for traditional media? (c) What traditional printed materials provide the best analogy, vis-à-vis "publication authority/ credibility," to Web sites? It might be hypothesized that such items as brochures or pamphlets might be more representative than would books, journal articles, newspapers, etc. (d) Is the model proposed in Figure 1 an accurate representation of how users judge the credibility of Web sites and the information presented on them?
From a more practical perspective, we can start to think about how one should design the "ideal" Web site. Focusing on the key aspects of credibility outlined above, we know that such a site should emphasize a good interface and project a professional image, making use of established design principles, including ease of use, layering, and menus to organize information.
The source credibility of the site should be made obvious by presenting institutional or individual credentials, showing quality ratings awards, and highlighting links to and from other credible Web sites, such as those of respected institutions or consumer advocacy groups (e.g. Mayo Clinic or Cancer Society for health sites). Obtaining a URL suffix denoting educational, nonprofit or government designation can reassure users. Commercial relationships should be avoided, especially those with companies presumed to have a vested interest (such as pharmaceutical companies for health Web sites).
The most useful Web sites will be those taking advantage of the interactive properties of the medium (Cassell et al., 1998; McMillan, 1999) and tailored to the beliefs and needs of the audience (Campbell et al., 1999) . As with any medium, it is important to present messages clearly and concisely, and judicious use of analogies, examples, and alternatives might also promote proper application of users' cognitive structures, simplifying information processing.
The interactivity of computer applications is constantly evolving. One direction of change is toward increasingly life-like "virtual agents" supporting human-computer interaction that is increasingly similar to human-human interaction. When interactive Web sites include these virtual agents, a new aspect of Web credibility emerges: the same characteristics that mark trusted off-line sources will be used to evaluate these new on-line sources. Human-like virtual agents (Burgoon et al., 2000) and devices (Fogg, 1999) will be able to assume key interpersonal, or "informal" (Olaisen, 1990) , credibility markers, such as competence, character, sociability, and influence (Burgoon et al., 2000) , leading to a decreased need for Web users to rely on peripheral cues. Key features of "captologically" (Fogg, 1999 ; see also www.captology.org) successful technologies include the ability to convey credibility, and the use of tried and true strategies from consumer behavior and marketing theory to persuade (King & Tester, 1999) , including: (a) simulating experiences, (b) monitoring or tracking, (c) creating "environments of discovery," (e) motivating virtual groups (i.e., through competition or recognition rewards), and (f) tailoring/personalizing information.
One can begin to imagine how the power of existing, and impending, Internet technologies, especially interactive ones, will change the way that users seek and use on-line information.
